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CURRICULUM

G Evaluation of Privacy Practices

a ISO 27701 Framework Implementation
* 1 Understanding ISO 27701: Key Concepts and Principles

1.1 Define Key Concepts of ISO 27701

1.2 Explore the Principles of Privacy Information Management

1.3 Identify the Roles and Responsibilities in ISO 27701 Implementation
1.4 Analyze the Importance of Patient PIl in Healthcare Settings

1.5 Discuss Compliance Requirements Under ISO 27701

1.6 Apply Key Concepts to Real-world Scenarios in Patient Privacy

« 2 Establishing a Privacy Information Management System (PIMS)

« 3 Risk Assessment and Management in Patient Data Privacy

a Leadership in Privacy Governance

° Privacy Management Strategies

0 chapters 65 marks

5 chapters - 6 classes 65 marks

* 4 Implementing ISO 27701 Controls and Best Practices

« 5 Monitoring, Auditing, and Continuous Improvement of PIMS

0 chapters 65 marks

0 chapters 65 marks



e Privacy Risk Management

5 chapters - 30 classes 85 marks

* 1 Understanding Patient Personally Identifiable Information (PII) « 4 Developing a Privacy Risk Management Framework

1.1 Define Patient Personally Identifiable Information (PII)
1.2 Identify Sources of Patient Pl in Healthcare Settings
1.3 Assess the Importance of Protecting Patient PII

1.4 Explore Legal Frameworks Surrounding Patient Pl
1.5 Analyze Privacy Risks Associated with Patient PIl

1.6 Develop Strategies for Effective Pll Management

« 2 Regulatory Frameworks and Compliance Standards

2.1 Analyze Key Regulatory Frameworks for Patient Privacy

2.2 Identify Compliance Standards Relevant to Healthcare Data

2.3 Evaluate Privacy Risk Assessment Techniques

2.4 Develop Strategies for Compliance with GDPR and NHS Guidelines
2.5 Integrate ISO 27701H Principles into Privacy Management Processes
2.6 Create an Action Plan for Continuous Compliance Monitoring

« 3 Identifying and Assessing Privacy Risks in Health IT

3.1 Define Key Concepts in Privacy Risk Management

3.2 Identify Sources of Privacy Risks in Health IT Systems

3.3 Analyze the Impacts of Privacy Breaches on Patients and Providers
3.4 Conduct a Risk Assessment for Patient PIl in Health IT

3.5 Evaluate Existing Mitigation Strategies for Privacy Risks

3.6 Develop an Action Plan for Enhancing Privacy Risk Management

4.1 Identify Key Components of a Privacy Risk Management Framework
4.2 Assess Current Privacy Practices and Identify Gaps

4.3 Develop Privacy Risk Assessment Methodologies

4.4 Establish Risk Mitigation Strategies for Patient PII

4.5 Create a Privacy Risk Management Implementation Plan

4.6 Evaluate and Monitor Privacy Risks Continuously

< 5 Implementing and Monitoring Privacy Controls

5.1 Assess Current Privacy Control Measures

5.2 Identify Gaps in Privacy Controls

5.3 Develop Customized Privacy Control Strategies
5.4 Implement Privacy Control Measures Effectively
5.5 Monitor Compliance and Effectiveness of Controls
5.6 Evaluate and Update Privacy Controls Regularly

° Regulatory Compliance

0 chapters 85 marks
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