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C U R R I C U L U M

1 Evaluation and Continuous Improvement 0 chapters   45 marks  

2 Introduction to ISO 28000 Standards 5 chapters · 30 classes   85 marks  

• 1 Understanding the Basics of ISO 28000 Standards — 6 classes 

› 1.1 Define ISO 28000: Overview of Key Concepts and Definitions

› 1.2 Explore the Importance of Security Management in Maritime Supply

Chains

› 1.3 Identify the Core Principles of ISO 28000 Standards

› 1.4 Examine the Structure of ISO 28000 Documentation

› 1.5 Analyze the Benefits of Implementing ISO 28000 in Maritime Operations

› 1.6 Develop a Plan for Integrating ISO 28000 Standards into Existing

Systems

• 2 Key Components and Requirements of ISO 28000 — 6 classes 

› 2.1 Understand the Importance of ISO 28000 in Maritime Security

› 2.2 Identify Key Components of ISO 28000 Standards

› 2.3 Explore Risk Assessment Process within ISO 28000 Framework

› 2.4 Analyze Roles and Responsibilities in Maritime Supply Chains

› 2.5 Examine Documentation and Record-Keeping Requirements

› 2.6 Develop an Action Plan for Implementing ISO 28000 Standards

• 3 Implementing ISO 28000 in Maritime Operations — 6 classes 

› 3.1 Understand the Core Principles of ISO 28000

› 3.2 Identify Key Objectives for Maritime Supply Chain Security

› 3.3 Assess Current Security Measures in Maritime Operations

› 3.4 Develop a Gap Analysis for ISO 28000 Implementation

› 3.5 Create an Action Plan for Integrating ISO 28000 Standards

› 3.6 Evaluate the Effectiveness of ISO 28000 Implementation

• 4 Auditing and Compliance with ISO 28000 — 6 classes 

› 4.1 Understand the Purpose of Auditing in ISO 28000 Compliance

› 4.2 Identify Key Components of ISO 28000 Audit Procedures

› 4.3 Analyze the Role of Auditors in Maritime Supply Chain Security

› 4.4 Assess Compliance Risks in ISO 28000 Implementation

› 4.5 Develop Effective Audit Strategies for Maritime Organizations

› 4.6 Evaluate Continuous Improvement through ISO 28000 Auditing Results

• 5 Continuous Improvement and Future Trends in ISO 28000 — 6

classes 

› 5.1 Explore the Principles of Continuous Improvement in ISO 28000

› 5.2 Analyze Current Trends Impacting Maritime Supply Chain Security

› 5.3 Identify Key Metrics for Measuring Continuous Improvement

› 5.4 Develop Strategies for Implementing Continuous Improvement Initiatives

› 5.5 Evaluate Case Studies of Successful ISO 28000 Implementations

› 5.6 Forecast Future Challenges and Solutions in Maritime Supply Chain

Security

3 Operational Security Procedures 0 chapters   65 marks  
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4 Risk Assessment and Management 5 chapters   85 marks  

• 1 Introduction to Risk Assessment in Maritime Supply Chains 

• 2 Identifying Hazards in Water Transportation 

• 3 Evaluating Risks and Impact Analysis 

• 4 Developing and Implementing Risk Management Strategies 

• 5 Monitoring and Reviewing Risk Management Processes 

5 Security Systems Design 0 chapters   85 marks  

6 Training and Development for Maritime Security 0 chapters   65 marks  


