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C U R R I C U L U M

1 Compliance and Regulatory Frameworks 5 chapters · 18 classes   65 marks  

• 1 Understanding ISO 28000FRC Standards and Their Importance —

6 classes 

› 1.1 Define ISO 28000FRC Standards and Their Key Components

› 1.2 Explore the Historical Context and Development of ISO 28000FRC

› 1.3 Identify the Role of ISO 28000FRC in Supply Chain Security

Management

› 1.4 Analyze the Regulatory Compliance Requirements Associated with ISO

28000FRC

› 1.5 Assess the Benefits of Implementing ISO 28000FRC Standards in

Organizations

› 1.6 Develop an Action Plan for ISO 28000FRC Compliance within a Supply

Chain

• 2 Key Regulatory Bodies and Compliance Requirements — 6 classes 

› 2.1 Identify Key Regulatory Bodies in Container Supply Chain Security

› 2.2 Describe the Roles and Responsibilities of Regulatory Bodies

› 2.3 Analyze Compliance Requirements for Container Supply Chain

Management

› 2.4 Discuss the Implications of Non-Compliance in Supply Chain Operations

› 2.5 Evaluate Best Practices for Aligning with Regulatory Standards

› 2.6 Implement a Compliance Checklist for Container Supply Chain Security

• 3 Risk Assessment and Mitigation Strategies in Supply Chains — 6

classes 

› 3.1 Identify Key Risks in Container Supply Chains

› 3.2 Analyze the Impact of Identified Risks

› 3.3 Evaluate Existing Mitigation Strategies

› 3.4 Develop Effective Risk Mitigation Plans

› 3.5 Implement Risk Mitigation Strategies in Operations

› 3.6 Monitor and Review Risk Management Effectiveness

• 4 Audit Processes and Compliance Verification 

• 5 Continuous Improvement and Future Trends in Compliance

Regulatory Frameworks 

2 Leadership in Security 0 chapters   65 marks  

3 Operational Security Practices 0 chapters   65 marks  
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4 Risk Assessment and Mitigation 5 chapters · 30 classes   85 marks  

• 1 Understanding Risk Assessment in Container Supply Chains — 6

classes 

› 1.1 Define Risk in Container Supply Chains

› 1.2 Identify Key Risks in Container Logistics

› 1.3 Analyze the Impact of Risks on Supply Chain Operations

› 1.4 Evaluate Existing Risk Management Frameworks

› 1.5 Develop Risk Mitigation Strategies for Container Security

› 1.6 Implement and Monitor Risk Assessment Practices

• 2 Identifying and Analyzing Risks in Freight Transport — 6 classes 

› 2.1 Define Key Terms in Freight Transport Risk

› 2.2 Identify Common Risks in Container Supply Chains

› 2.3 Analyze Risk Impact on Freight Transport Operations

› 2.4 Evaluate Risk Probability in Container Supply Chains

› 2.5 Categorize Risks for Effective Mitigation Strategies

› 2.6 Develop a Risk Assessment Action Plan for Freight Transport

• 3 Techniques for Risk Mitigation in Container Operations — 6 classes 

› 3.1 Identify and Analyze Risks in Container Operations

› 3.2 Develop Risk Mitigation Strategies for Container Security

› 3.3 Implement Effective Surveillance Techniques in Container Supply

Chains

› 3.4 Evaluate the Role of Technology in Risk Mitigation

› 3.5 Create a Risk Response Plan for Container Operations

› 3.6 Monitor and Review Risk Management Practices in Real-Time

• 4 Developing a Risk Management Plan for Supply Chains — 6 classes 

› 4.1 Identify Key Risks in Container Supply Chains

› 4.2 Analyze Risk Impact and Likelihood for Effective Prioritization

› 4.3 Develop Risk Mitigation Strategies for Supply Chain Vulnerabilities

› 4.4 Create a Risk Management Framework for Implementation

› 4.5 Establish Monitoring and Review Processes for Ongoing Risk

Management

› 4.6 Communicate and Train Stakeholders on Risk Management Plans

• 5 Evaluating the Effectiveness of Risk Mitigation Strategies — 6

classes 

› 5.1 Identify Key Performance Indicators for Risk Mitigation

› 5.2 Analyze Historical Data to Assess Previous Mitigation Efforts

› 5.3 Conduct SWOT Analysis on Current Risk Mitigation Strategies

› 5.4 Evaluate the Effectiveness of Technological Solutions in Risk

Management

› 5.5 Develop a Framework for Ongoing Monitoring of Risk Mitigation

› 5.6 Create an Action Plan for Enhancing Risk Mitigation Strategies

5 Strategic Security Management 5 chapters · 30 classes   105 marks  

• 1 Foundations of Supply Chain Security Management — 6 classes 

› 1.1 Define Key Concepts in Supply Chain Security Management

› 1.2 Identify Major Threats to Container Supply Chains

› 1.3 Analyze the Role of Risk Assessment in Supply Chain Security

› 1.4 Explore Regulatory Frameworks Impacting Supply Chain Security

› 1.5 Develop Security Strategies for Mitigating Vulnerabilities

› 1.6 Evaluate the Effectiveness of Security Measures in Practice

• 2 Risk Assessment and Vulnerability Analysis — 6 classes 

› 2.1 Identify Key Components of Risk Assessment in Supply Chains

› 2.2 Analyze Vulnerabilities in Container Supply Chain Operations

› 2.3 Assess Potential Threats to Security Management Systems

› 2.4 Evaluate the Impact of Risks on Supply Chain Performance

› 2.5 Develop Mitigation Strategies for Identified Vulnerabilities

› 2.6 Implement Continuous Monitoring and Review of Risk Assessments

• 3 Security Strategies and Policies for Container Operations — 6

classes 

› 3.1 Analyze Current Security Risks in Container Supply Chains

› 3.2 Evaluate Existing Security Policies and Procedures

› 3.3 Develop Comprehensive Security Strategies for Container Operations

› 3.4 Implement Risk Assessment Techniques for Container Security

› 3.5 Create a Contingency Plan for Security Breaches

› 3.6 Assess the Effectiveness of Security Training Programs

• 4 Crisis Management and Incident Response Planning — 6 classes 

› 4.1 Define Crisis Management in Container Supply Chains

› 4.2 Identify Key Components of Incident Response Planning

› 4.3 Analyze Case Studies of Crisis Scenarios in Supply Chains

› 4.4 Develop a Framework for Crisis Management Strategy

› 4.5 Implement Incident Response Drills and Training

› 4.6 Evaluate and Revise Crisis Management Plans for Future Preparedness

• 5 Performance Evaluation and Continuous Improvement in

Security Management — 6 classes 

› 5.1 Assess Security Performance Metrics

› 5.2 Identify Key Areas for Improvement

› 5.3 Develop a Security Improvement Plan

› 5.4 Implement Continuous Monitoring Techniques

› 5.5 Analyze Feedback for Strategic Adjustments

› 5.6 Evaluate the Effectiveness of Security Enhancements

6 Technology and Security Innovation 0 chapters   45 marks  


