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C U R R I C U L U M

1 Audit and Compliance 0 chapters   65 marks  

2 Continuous Improvement and Future Trends 0 chapters   45 marks  

3 Implementation of ISMS 0 chapters   105 marks  

4 Introduction to ISO 27001 5 chapters · 30 classes   85 marks  

• 1 Understanding ISO 27001: The Framework and Principles — 6

classes 

› 1.1 Define ISO 27001 and Its Significance in Information Security

› 1.2 Identify Key Components of the ISO 27001 Framework

› 1.3 Explore Core Principles of Information Security in ISO 27001

› 1.4 Examine the Structure of an Information Security Management System

(ISMS)

› 1.5 Discuss the Role of Leadership in Implementing ISO 27001

› 1.6 Apply ISO 27001 Principles to Develop a Basic ISMS Plan

• 2 Key Components of an Information Security Management System

(ISMS) — 6 classes 

› 2.1 Define the Purpose of an Information Security Management System

(ISMS)

› 2.2 Identify Key Principles of Information Security

› 2.3 Explore the Requirements of ISO 27001 Standard

› 2.4 Assess the Role of Leadership in Establishing an ISMS

› 2.5 Examine Risk Assessment and Treatment in ISO 27001

› 2.6 Develop Implementation Strategies for an Effective ISMS

• 3 Risk Management in ISO 27001: Identifying and Evaluating

Threats — 6 classes 

› 3.1 Define Key Concepts in Risk Management

› 3.2 Identify Common Threats to Information Security

› 3.3 Assess Vulnerabilities in Your Organization

› 3.4 Analyze the Impact of Threats on Business Operations

› 3.5 Evaluate Risk Levels Using a Risk Matrix

› 3.6 Develop a Risk Mitigation Strategy

• 4 Implementing and Maintaining ISO 27001: Best Practices — 6

classes 

› 4.1 Identify Key Components of ISO 27001 Implementation

› 4.2 Assess Current Information Security Practices

› 4.3 Develop an ISO 27001 Implementation Plan

› 4.4 Engage Stakeholders in the Implementation Process

› 4.5 Establish Monitoring and Review Mechanisms

› 4.6 Integrate Continuous Improvement into ISO 27001 Practices

• 5 Preparing for ISO 27001 Certification: Audit and Review

Processes — 6 classes 

› 5.1 Define Key ISO 27001 Terminology for Effective Understanding

› 5.2 Outline the ISO 27001 Certification Process and Its Importance

› 5.3 Identify Roles and Responsibilities in Audit Preparation

› 5.4 Develop an Effective Internal Audit Plan for ISO 27001

› 5.5 Implement Best Practices for Conducting an ISO 27001 Audit

› 5.6 Review Audit Findings and Create a Continuous Improvement Plan
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5 Leadership and Management in Information Security 0 chapters   45 marks  

6 Risk Assessment and Management 5 chapters   85 marks  

• 1 Fundamentals of Risk Assessment in Information Security 

• 2 Identifying and Categorizing Risks 

• 3 Assessing Risk Impact and Probability 

• 4 Developing and Prioritizing Risk Response Strategies 

• 5 Monitoring and Reviewing Risk Management Practices 


