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C U R R I C U L U M

1 Compliance and Legal Issues 0 chapters   65 marks  

2 Continuous Improvement in Information Security 0 chapters   65 marks  

3 Incident Management and Response 0 chapters   65 marks  

4 Information Security Governance 5 chapters · 30 classes   85 marks  

• 1 Fundamentals of Information Security Governance — 6 classes 

› 1.1 Define Information Security Governance Concepts

› 1.2 Identify Key Components of ISO 27002

› 1.3 Explain the Importance of Governance in Information Security

› 1.4 Assess the Role of Leadership in Information Security Governance

› 1.5 Analyze Risk Management Strategies in Governance Frameworks

› 1.6 Develop an Action Plan for Implementing Governance Controls

• 2 Frameworks and Standards for Information Security Management

— 6 classes 

› 2.1 Define Key Information Security Frameworks

› 2.2 Explore ISO 27002 Standards and Requirements

› 2.3 Analyze the Role of Governance in Information Security

› 2.4 Identify Best Practices for Implementing Security Controls

› 2.5 Evaluate Compliance with Information Security Standards

› 2.6 Develop a Continuous Improvement Plan for Security Management

• 3 Risk Management in Information Security Governance — 6 classes 

› 3.1 Understand the Importance of Risk Management in Information Security

Governance

› 3.2 Identify Key Risk Management Concepts and Terminology

› 3.3 Analyze Real-World Case Studies of Risk Management Failures

› 3.4 Evaluate Risk Assessment Methodologies in Information Security

› 3.5 Develop a Risk Management Plan for Information Security

› 3.6 Implement Continuous Monitoring and Review Processes in Risk

Management

• 4 Roles and Responsibilities in Information Security Governance —

6 classes 

› 4.1 Define Key Roles in Information Security Governance

› 4.2 Identify Responsibilities of Information Security Leaders

› 4.3 Explore the Role of Stakeholders in Information Security

› 4.4 Analyze Accountability Structures in Information Security

› 4.5 Develop Effective Communication Strategies for Security Roles

› 4.6 Implement Best Practices for Role-Based Security Governance

• 5 Measuring Effectiveness and Continuous Improvement in

Governance — 6 classes 

› 5.1 Define Key Performance Indicators for Information Security Governance

› 5.2 Identify Metrics for Measuring Effectiveness of Security Controls

› 5.3 Analyze Data Collection Methods for Governance Metrics

› 5.4 Evaluate the Impact of Governance on Organizational Security Posture

› 5.5 Develop a Continuous Improvement Plan for Information Security

Governance

› 5.6 Implement Feedback Mechanisms to Enhance Governance Practices
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5 Risk Management Strategies 5 chapters   85 marks  

• 1 Understanding Risk Management in Information Security 

• 2 Identifying and Assessing Risks 

• 3 Developing Risk Mitigation Strategies 

• 4 Implementing Risk Management Frameworks 

• 5 Monitoring and Reviewing Risk Management Practices 

6 Security Control Implementation 0 chapters   65 marks  


