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CURRICULUM

G Continuous Improvement Practices

a Governance and Compliance

* 1 Understanding Governance Frameworks in Information Security
« 2 Risk Management and Compliance in Supplier Relationships

* 3 Developing Policies and Procedures for Supplier Governance

e Leadership and Communication

° Security Assessments

e Security Strategy Design

0 chapters 65 marks

5 chapters 65 marks

* 4 Monitoring and Measuring Compliance in Information Security

< 5 Strategic Governance for Long-term Supplier Relationships

0 chapters 65 marks

0 chapters 85 marks

0 chapters 65 marks



e Supplier Risk Management

* 1 Understanding Supplier Risk in Information Security — 6 classes

1.1 Define Supplier Risk in Information Security

1.2 Identify Key Factors Contributing to Supplier Risk

1.3 Assess the Impact of Supplier Risk on Business Operations

1.4 Explore Regulatory Requirements for Supplier Risk Management
1.5 Develop Strategies for Mitigating Supplier Risk

1.6 Implement a Supplier Risk Evaluation Framework

5 chapters - 30 classes 85 marks

* 4 Monitoring and Managing Supplier Risk Throughout the Lifecycle

— 6 classes

4.1 Identify Key Supplier Risk Factors

4.2 Assess Supplier Risk Throughout the Lifecycle

4.3 Develop Monitoring Mechanisms for Supplier Performance
4.4 Implement Risk Mitigation Strategies with Suppliers

4.5 Review and Update Supplier Risk Assessments Regularly
4.6 Evaluate Supplier Relationships for Continuous Improvement

« 2 Frameworks and Standards for Supplier Risk Management — 6
classes « 5 Incident Response and Remediation Strategies for Suppliers — 6

2.1 Identify Key Frameworks for Supplier Risk Management classes

2.2 Assess the Relevance of ISO 27036 for Supplier Relations

2.3 Explore Additional Standards Supporting Supplier Risk Management
2.4 Analyze the Impact of Regulations on Supplier Risk Frameworks

2.5 Develop a Risk Assessment Matrix Based on Established Standards

2.6 Implement Best Practices for Monitoring Supplier Risk Compliance

* 3 Supplier Selection and Risk A nent Proc — 6 classes

3.1 Identify Key Criteria for Supplier Selection

3.2 Evaluate Supplier Risk Factors and Vulnerabilities

3.3 Develop a Supplier Risk Assessment Framework

3.4 Conduct Risk Assessments for Potential Suppliers

3.5 Prioritize Suppliers Based on Risk Assessment Results

3.6 Integrate Supplier Risk Management into Decision-Making Processes
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5.1 Assess Incident Response Protocols for Suppliers

5.2 Identify Key Stakeholders in Supplier Incident Management

5.3 Develop Communication Strategies During Supplier Incidents

5.4 Evaluate Remediation Strategies for Supplier Security Breaches

5.5 Implement Continuous Monitoring for Supplier Risk Management

5.6 Create an Incident Response Improvement Plan for Supplier Relations
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